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GRAY ZONE READINESS PLANNER 

Total Defense for Municipal & Civilian Emergency Managers 

Applying the Societal Immune System Framework  ·  Based on Finland, Sweden & Taiwan Models 

 

 

SECTION 1  —  WHAT TOTAL DEFENSE LOOKS LIKE FOR YOUR JURISDICTION 

 

PILLAR 1 

Decentralized Infrastructure 

PILLAR 2 

Crisis Contracts — Private Sector 

PILLAR 3 

Civil-Military Coordination 

PILLAR 4 

Cognitive & Behavior Management 

What it means 

– Pre-position resources at neighborhood 
level 

– Map local assets before a crisis occurs 

– Build autonomous local response capacity 

What it means 

– Formalize legal/financial agreements with 
critical suppliers 

– Move beyond the handshake MOU 

– Define activation triggers in advance 

What it means 

– Establish liaison protocols with military 
and national guard 

– Resolve authority boundaries before the 
event 

– Run joint exercises annually 

What it means 

– Treat disinformation as a systemic threat, 
not a PR problem 

– Pre-distribute household crisis guides 

– Build public trust through transparent 
communication 

Your action 

Audit your last 3 response plans. Where was 
everything coming from? 

Your action 

List your top 5 critical suppliers. Do any have a 
signed crisis activation clause? 

Your action 

When did your EOC last run a joint exercise with 
a military or guard unit? 

Your action 

Does your jurisdiction have a pre-scripted public 
messaging library for gray zone events? 

 

SECTION 2  —  GLOBAL MODELS: ADAPT, DON'T COPY 

 

COUNTRY CORE MECHANISM HOW TO ADAPT IT 

Finland Security of Supply Map private supply chains into your 
municipal continuity plan. Every critical 
supplier becomes a named strategic asset. 

Sweden Psychological 
Defense 

Develop and distribute a blunt, actionable 
household crisis guide. Trust is pre-built. 
Panic is pre-reduced. 

Taiwan Digital 
Decentralization 

Use registries to pre-map specialized 
citizen and volunteer skills by 
neighborhood. Build the network before 
you need it. 

 

 
 
 
 

SECTION 3  —  REAL CHALLENGES & HOW TO FRAME THEM FOR LEADERSHIP 

 

CHALLENGE WHY IT STALLS HOW TO FRAME IT TO DECISION-MAKERS 

Budget 
constraints 

Gray zone has no named 
budget line. Finance 
committees see it as 
abstract. 

Frame as continuity ROI: pre-incident investment 
vs. post-incident recovery cost. Build a local 
disruption scenario with real numbers. 

Convincing 
administrators 

Elected officials think in 
election cycles. Gray zone 
prep is multi-year. 

Anchor to a visible domestic disruption event. Use 
your jurisdiction's own risk profile — not a foreign 
conflict example. 

Authority 
ambiguity 

Civil-military coordination 
has no automatic legal 
trigger in a gray zone. 

Draft a pre-incident coordination MOU. Define 
what conditions activate the relationship. Get 
signatures before the event. 
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Public trust gaps Disinformation moves 
faster than official 
messaging can respond. 

Pre-approve a rapid communication protocol. Pre-
draft messages for the 5 most likely gray zone 
scenarios in your area. 

 

 

SECTION 4  —  QUICK SELF-ASSESSMENT: WHERE DOES YOUR JURISDICTION STAND? 

 

INFRASTRUCTURE PRIVATE SECTOR CIVIL-MILITARY PUBLIC COMMUNICATION OVERALL READINESS 

☐ Decentralized resource cache 
map exists 

☐ Neighborhood-level response 
leads identified 

☐ Backup comms for each district 

confirmed 

☐ Critical supplier list documented 

☐ At least 2 formal crisis contracts 

signed 

☐ Activation thresholds defined in 

each agreement 

☐ Liaison officer relationship 
established 

☐ Authority boundaries 
documented in writing 

☐ Joint exercise conducted in past 

12 months 

☐ Disinformation response 
protocol exists 

☐ Household crisis guide drafted 
or distributed 

☐ Pre-scripted gray zone 

messaging library ready 

Score your jurisdiction: 

 

10–12  Strong baseline 

6–9    Gaps need prioritization 

0–5    Significant gray zone exposure 

 
Nobody said emergency management 
was easy. 
They just said it was essential. 

 


